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Introduction

Artificial Intelligence (Al) is reshaping business operations by enabling greater
efficiency, improved analytics, and enhanced customer engagement. At the same
time, Alintroduces new cybersecurity risks, including data exposure, improper use of
sensitive information, and exploitation by cybercriminals. Alis not a single technology
but a bbroad category of systems and algorithms designed to perform tasks that
typically require humanintelligence. Some forms of Al have been usedin business for
decades, while newer capabilities, such as generative Al (GenAl), enable systems to
create text,images, and other content. Emerging approaches, including agentic Al, are
beginning tointroduce systems that can act with greater autonomy.

Newer Al capabilities, like GenAl, introduce new cybersecurity risks for companies and
increase the sophistication of cyber-attacks. The use of Al, especially GenAl, is rapidly
increasing in companies of all sizes. Companies have a higherrisk of exposing
confidentialinformationif employees put data and documents into public GenAl tools,
like ChatGPT, Gemini or Copilot.

Effective governanceis the key for companies to use GenAl effectively and securely.
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About This Guide

This document provides practical guidance for small- and medium-sized
businesses (SMBs) onhow to use GenAlresponsibly and securely. It

complements the CyberReadiness Program andits focus on the Core Four of
Cybersecurity:
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The guidance in this document will help you identify the cybersecurity and data
exposure risks from using GenAl and put basic governance controlsin place to
manage those risks.
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Useful Basic Definitions

All LLMs are GenAl, but not all GenAl are LLMs.
All GPT models are LLMs, but not all LLMs are GPTs.

Thereis alot being written about the use of Aland GenAlin the workplace. Insome
cases, terms are incorrectly used interchangeably. For many small and medium-sized
businesses, Large Language Models (LLMs) are the most frequently used type of
GenAl.

GenAl & LLMs: What’s the Difference?
N

GenAlis the broad category of Al that creates new content (text, images, music,
code). Large Language Models are a specific type of GenAl focused on
understanding and generating human language, trained on massive text
datasets. The broader category of GenAlincludes tools that generate music,
images or computer code. LLMs are specialized tools within the broad GenAl
category for generating text. AllLLMs are GenAl, but not all GenAl are LLMs.

\_
LLMs & GPTs: What’s the Difference?
N

LLMis the broad category of Al trained on massive text data, while GPT
(Generative Pre-trained Transformer) is a specific model of LLMs developed by
OpenAl. Think of it like this: all GPT models are LLMs, but not all LLMs are GPTs.
Microsoft’s Copilotis a GPT because itis built using OpenAl, but Google’s
Geminiis not because itis built using a proprietary model.
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Understanding Your GenAl Risks

The first step to reducing yourrisks to an acceptable level is knowing what the risks are
so you canmanage them. In this section we discuss the cybersecurity and data
exposure risks based on how most companies are using GenAl, and specifically LLMs.
We provide you with questions to ask inside your organization and questions to ask
with third parties (e.g. vendors, customers, suppliers). We also include some
considerations that are specific to cybersecurity risks associated with the use of
GenAl.

At the simplest level, the biggest risk of using GenAl is exposing your confidential
businessinformation to the public, including competitors. To minimize this risk, you
need to make sure everyone in your organization knows two things:

@ What information is considered confidential by our organization

Which LLMs are public and which are private (if any)

From a cybersecurity perspective, using GenAl also brings some risks. Many of the
LLMs have special purpose applications and plug-ins. Itisimportant foryou to have
visibility into what apps and plug-ins are being used and if employees are following
essential cybersecurity policiesin theiruse (e.g. password length, multi-factor
authentication, software updates).

In addition, hackers have been able to create fake websites that look like GenAl tools
and LLMs. They are used to obtain confidential information, usernames, and even
passwords. This highlights the need forusing MFA to reduce risk.

To get started you need to understand the difference between public and private
Large Language Model.

Public & Private Large Language Models (LLMSs)
N

Understanding the fundamental differences between public and private LLMs is
essential for data protection and cybersecurity.

Public LLMs — like ChatGPT, Gemini and Copilot — are accessible to all. They
have a huge amount of information, but any informationyou putintoitis
accessible toall.

Private LLMs are just for your organization. They provide you with more control
over data security, but they lack the enormous amount of publicly available
information.
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Secure Use of GenAl




Internal Risks

These are the top ten questions to ask at your organization to understand your risk from

your employees and contractors using GenAl.

Questions to Ask

Response/Notes

What GenAl or LLM tools are eononees actually using
today (approved or unapproved)?

Do we have an up-to-date inventory of GenAland LLM
tools and use cases across the company, including
any apps or plug-ins?

What types of company or customer data have
already been enteredinto public GenAltools, if any?

Do employees clearly understand what constitutes
conlflr()ientlallty or customer data when using GenAl
tools?

Do we have clear policies on the use of GenAl that
have been communicated to ouremployees?

Do our customer contracts, privacy notices, and
policies allow for our current GenAl use?

Whois accountable for GenAl-related decisions,
errors, or harm within the organization?

Do we have a defined approval process for new GenAl
tools and GenAl use cases?

Where are we relying on GenAl outputs without
consistent human review?

If a GenAl-related mistake occurred tomorrow, would
employees know how (and feel safe) toreportit?
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Third-Party Risks

These are the top ten questions to ask your vendors, suppliers, and partners to
understand the level of risk they pose to your organization from using GenAl.

Questions to Ask Response/Notes

Doyouuse GenAl or LLMs in providing products or
service tous?

If so, where and how?

Is our data usedinyour private LLMs?

Is our datausedinany public LLMs used by your
organization?

Do you have clear policies on the use of GenAl that
have been communicated to youremployees?

How longis our data retained within your GenAl
systems and how can we request deletion?

Which third parties, sub-processors, or LLM providers
are involvedinyour Al systems?

What security controls protect data used inyour
GenAl systems (encryption, access controls,
monitoring)?

How do you detect, respond to, and notify customers
of GenAl-relatedincidents or data exposure?

How do you ensure GenAl use complies with
applicable laws, regulations, and any contractual
requirements?
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Cybersecurity Risks

These questions are more specific to assess cybersecurity risk related to the use of
GenAl by employees, contractors, and third parties.

Questions to Ask Response/Notes

What s the password policy foraccessing GenAl
tools?

Is the use of multi-factor authentication required for
accessing GenAl tools?

Whoisresponsible forupdating any software related
to the use of GenAl?

Are employees and contractors accessing public or
private GenAl tools forwork using personal devices?

Have employees and contractors been trained on the
safe use of GenAlin the last 12 months?
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GenAl Governance Basics

GenAl provides your organization with powerful tools to improve efficiency in many
areas of your operations. The use of GenAlis not going away — it willaccelerate. Itis
your responsibility to establish the governance and management needed forhow
GenAl canbe used safely and securely. There are practical steps you cantake to
reduce therisk.

In this section, we provide a sample GenAl usage policy foryou to adapt as needed. If
necessary, have your policy reviewed by alawyerto make sure it is aligned with any
relevant laws, especially if your organization collects, stores and/or processes
Personally Identifiable Information (PIl) or Protected Health Information (PHI).

We have also provided a sample Frequently Asked Questions document. Use this to
communicate your expectations to employees and contractors. Make it widely
available in your organization to build awareness of what is allowed and what is not
allowed. Having a solid policy is one critical step. Clearly communicating your
expectationsis what brings the policy to life and reduces yourrisk.

Sample Policy: Acceptable Use of Generative Al (GenAl)

Effective Date: [insert date]

Applies to: Allemployees, contractors, and temporary staff
Owner: [role orpersonresponsible]

Date Last Updated: [insert date]

Introduction

This policy explains how our organization may use generative artificial
intelligence (“GenAl”) tools in a safe, responsible way. Our goals are to protect
data, reduce cybersecurity risks, and ensure GenAl supports — notreplaces —
human judgment. For this policy the term GenAl also specifically includes Large
Language Models (LLMs).

This policy applies to any GenAl tool used for work purposes involving any
organization-related data, on any company-issued or personal device.

Our policy clearly differentiates between what you can do using public GenAl
tools and private GenAl tools. Itis yourresponsibility to know whether a GenAl
toolyou planto useis public or private.
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e Public GenAlTools like ChatGPT, Gemini, or Copilot, are accessible to all.
They have animmense amount of information, but any information you put
intoitisaccessible toall.

e Private GenAltools arejust for our organization. They provide us with more
controls over data security, but they lack the enormous amount of publicly
available information.

Approved Uses of GenAl Tools

e Youmay use approved private GenAl tools for work-related tasks, including
drafting, summarizing, idea generation, and analysis, when those tools are
provided or approved by the company.

e Youmay use public GenAl tools for general, non-confidential purposes, such
as learning concepts, generating high-levelideas, orimproving writing
clarity.

e Alloutput must be reviewed by a human before use. These tools must be
usedresponsibly, ethically, and in a way that protects organization, client,
and personalinformation.

Use of Company-Approved GenAl Tools

e Onlyuse the public or private GenAl tools approved by our organization for
anythingrelated to yourjob. This applies whetheryou are using a company-
issued device ora personal device.

e Donotcreate new accountsinany GenAl tool with your work email account
without approval.

Prohibited Use of GenAl Tools

e Do notenterconfidential, proprietary, personal, or sensitive information into
public GenAltools. Thisincludes clientinformation, internal documents, non-
public financial data, personal data, passwords, or security credentials.
Whenin doubt, assume data s sensitive.

e Donotrely on GenAl output as final or authoritative without appropriate
human review.

e Donotpresent GenAl generated content as verified unlessit has been
checkedforaccuracy.

e GenAlmust not be used to make final decisions, generate unlawful or
misleading content, or bypass security controls.
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Data Protection & Confidentiality

e Information enteredinto public GenAltools can be stored, processed, or
reused by third parties. Putting any of ourinformation into public GenAl tools
is the same as publicly releasingit.

e Private GenAltools are designed to provide greater data protection, but all
existing confidentiality, data protection, and information security policies

stillapply.
Accountability

e Usersareresponsible forthe appropriate use of LLMs and for reviewing,
validating, and approving any output before it is shared oracted upon.

e Misuse of GenAltools may resultin corrective action, consistent with
company policy.

e GenAlcanbewrong. You are responsible for verifying facts, checking
sources, and ensuring accuracy and compliance.

Reporting Issues or Concerns

Immediately report accidental data exposure or suspected GenAl-related
securityincidents.

Violations of the Policy

Violations may result in disciplinary action, loss of access, orlegal
consequences.

Employee Acknowledgement Form

|acknowledge that | have received, read, and understand the company’s
Acceptable Use of Generative Al (GenAl) Policy.

| agree to comply with this policy and understand that failure to do so may result
in disciplinary action, up to and including termination of employment.

lunderstand thatlamresponsible for protecting company, customer, and
employee data when using GenAl tools and for reporting any suspected misuse
or security incidents.

Date: _ __ _
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Frequently Asked Questions about Using GenAl

Canluse public GenAl tools, like ChatGPT, Copilot, or Gemini, at work?
Yes, but only for non-confidential tasks and never with confidential or customer data.

What counts as confidential information?
Anything not publicly available, including business plans, financial data, customer
information, supplierinformation, and employee information.

What counts as Personally Identifiable Information (PIl)?

Any datathat can be used toidentify, contact, orlocate a specific individual, including
name, social security or national ID number, passport number, email address, home
address, phone numbers.

Canluse GenAl with customer or supplier data?
Only incompany-approved private GenAl tools and only when necessary.

Who is responsible for GenAl-generated content?
You are. GenAl assists, but humans remain accountable.

What if | accidentally shared confidential data?
Reportitimmediately. Prompt reporting helps reduce risk.

How do | know if a GenAl tool is approved?
Check company guidance or ask your manager, IT, orcompliance team

If you would not share it publicly, do
not enteritinto a public GenAl tool.
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