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Q&A

Please submit your questions using the
Questions feature in your Zoom Experience.

CHAT

Need assistance? The Chat feature will be
open throughout the webcast.

RECORDING & PPT

Today’s presentation, recording and additional
resources will be provided via email after the
webcast.

DON’T FORGET

Join us for the extended masterclass series!
March 3| Using Data: Generating
Compliance

March 17" | Practical Data Analytics: Deep
Dives Into Specific Use Cases



Speaker

Andy Miller
Chief Analytics Officer @ Lextegrity

PR

Helping organizations mitigate risk across the enterprise, specifically
through employing advanced analytics to expose fraud, bribery, corruption,
conflicts of interest and sanctions violations within enterprise data.

Contact me @ amiller@lextegrity.com

Learn more @ https://www.lextegrity.com/
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The Lextegrity & Ethisphere Partnership

e Knowledge & Best Practices Sharing
https://ethisphere.com/what-we-do/lextegrity/

e Data Analytics Working Group

e Integrity Analytics Collective
https://www.lextegrity.com/collective
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Lextegrity’'s Mission

FIRST GENERATION INTEGRITY GATEWAY

- Cross-Risk Connecting Approval
e @ o Pre-Approval Farmation o Spand Integration with
— @ Workflows Financial Systems
Third-Party Gifts & ERP, T&E, Internal Audit
Due Diligence Conflicts P2P. HR O=0=
o=—
Process, Data & Lack of Integration Periodic Audits — 35 CONTINUOUS
Functional Silos e RISK
Weak Controls Sampling FEEDBACK Spend Filtered Through
Risk Algorithms
Manual
i ¢ Intuitive, Multilingual,
Basic Analytics Desktop & Mobile
User Frustration
TR Continuous
Qd' Monitoring on All
Spend
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e Introductions

Agenda

e Raw Data to Information to Insights

o Q&A
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The goal is to turn data into information,
and information into insight.

CARLY FIORINA, FORMER CEO OF HP

ETHISPHERE Copyright 2021 Lextegriy nc. (@) Lextegrity



Raw Data to Information to Insights

Insights
Generation

Describe|

Processin
Goals 9

e “Having a pulse on organizational spend”

Risk Insights

e “Preventing & detecting fraud, bribery, corruption,
conflicts of interest, and sanctions violations”

e “Monitoring higher-risk spend / vendors / employees”

e “Prioritizing spend items for additional review when

exhibiting higher-risk attributes”

ETHI“§“P‘"!."I“E"B“E Copyright 2021 Lextegrity Inc. Lextegrity



Raw Data to Information to Insights

Describe | Processin Insights
Goals 9 Generation
A

'd \

e I

! I

. 1 |
\dentify Data | Acquire Cleanse & Validate Load I Present

Needs : Transform I

el — e :

Automation
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Describe . Insights
| Processing G

Goals eneration
A

4 \

FeTEEE R EEEEEEEEEEEEEEEEEEEEEEEEEEEmE- I

! |

Identify | | . Cleanse & . l
Data Needs : Acquire Transform Validate Load : Present

—————T ——m— :

Automation
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The 5 V’s of Data

Volume Variety Value
Scale of Data Different Forms Potential of Data
of Data
Velocity Veracity
Fast Moving Data Uncertainty of Data

ETHISPHERE Copyright 2021 Lextegrity Inc. () Lextegrity
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. The 5 Vs of Data
Relevant Data for Compliance
S IR\

(4 '\
. W ov \ G
Transactional NI NN AN SR
e  ERP (e.g. Oracle, SAP)
e  T&E Systems (e.g. Concur, Expensify) O
e  Third Party Due Diligence
Master Data

e  HR Systems (e.g. Workday, SuccessFactors) O Q O O O

° Master Data Sources (e.g. vendor/customer lists, HCPs, etc.)

2°

Supportive

° Risk Program Data (e.qg. investigations, training statistics,
hotline calls, audit exceptions) Q Q
e  Aggregated Metrics (e.g., budget to actual financial

variances, HR turnover metrics)

Open Source / Publicly Available
° Industry Competitive Sources / Benchmarks ‘ Q ‘ Q O
e  Transparency Data (Life Sciences)
e  Corruption Perception Index (CPI)

Likeness ’ High O Medium O Low

ETHISPHERE Copyright 2021 Lextegrity Inc. @ Lextegl’ity
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Data Accessibility

Example Data

Name

I8 compresed_data.tdsx

¥} concur_expenses.xisx

%} CPI2020_GlobalTablesTS_210125.xIsx

"3 CPI12020_SignificantChanges_210125.xIsx

B critical process details.log

R Entity Hierarchies.json

== Extremely Important Receipt.png
-a Important Contract.docx
Important x2 Contract.pdf

% sap_payments.xisx

><] transactional_data.csv

B very_important_database.sql

Flat Files

ETHISPHERE

GOOD SMART BUSINESS. PROFIT

Databases

Application
Programming
Interface

Data Lake

QYAYAYS

Copyright 2021 Lextegrity Inc. @ Lextegrity



Data Formats: Structured

ETHISPHERE
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VDN U WNN

Fid

6d6b6bb7-8883-4444-a8Bb-b8e6875d5256
7396158d-dcff-4clc-98e9-2ea7fbb4cd4c
b82b74fe-1a7f-4a28-92cB-3e9d42af7359
2d807e73-baB3-49cb-a4b9-e4e2e446c87c
347bf5ch-22e7-4d7c-aB2e-d3b9e7ad84d9
0899acéab-742f-4d8f-8abe-38f382a517ec
551d4112-15b1-4c3a-97e8-0241d1047d1d
1c7cB265-86ed-4d8e-ab70-eacf5229e573
43d9d6Ta-3501-47a4-b6Te-819cbdébbll6
83ab8d9e-8356-4913-9304-28e6591095a4
ab8lea%9e-3619-4704-a9%e9-7c96b1d49c4t
Be2a4fc4-971-4843-a184-5278364a3cfc
d9833297-1155-44df-86e6-d58c17418aaa
2dd87ef5-b836-46a8-aa9d-bae689480e60
bae72bf1-7dba-41cd-b8eb-35136eda%8fa
Bce4b142-428e-4b7d-8615-65c6539c6d16
213a714a-0179-4T42-baab-e2a6d5c7e9bf
0d5809ac-afré1l-4ebe-8b76-95139413d8%a
1b6edéc9-9da4-44c7-9741-1eb9432a8abé
25036070-e159-4729-8437-2616053b97dT
10d5257c-b574-4da3-ab89-ed8c21c17c95
804T1473-1fbd-4afe-b46c-5ef2c631897b
1529cb16-70ff-423b-8a2f-681eb772e2087
8fcB7b50-65ba-466e-adbb-ff8b2bcff2ad
4cf7a44a-a521-41de-a311-960d1814d2F3
df8011d7-3764-4797-alal-c9ce241746b T
8121382a-dbfb-4c97-845c-c436e4ee5c34
4Tae67b2-596T-4cel-864f-ccB7bbacldB9
9489e504-ea69-41fa-a694-da95c2a24e64
b589dc2e-6d55-486d-9cBc-3b65765¢c5052
bffec4f2-899c-4d1b-b4lc-3dceabBarfs82
f48fd5b5-4a4d-4195-9af1-82e91caB607a
0e22de58-1573-41Fb-9199-70cBc34b9286

12 value

Denmark

New Zealand
Switzerland
Singapore

Sweden

Finland

Norway

Netherlands

ELELE]

Luxembourg

Germany

United Kingdom
Australia

Iceland

Hong Kong, SAR China
Austria

Belgium

Estonia

Japan

Ireland

France

United States of America
United Arab Emirates
Uruguay

Bhutan

Barbados

Chile

Seychelles

ELELER

Portugal

Taiwan, Republic of China
Brunei Darussalam
Qatar

12 code2
DK
NZ
CH
S6
SE
FI
NO
NL
CA
LU
DE
6B
AU
IS
HK
AT
BE
EE
JP
IE
FR
us
AE
vy
BT
BB
CL
SC
BS
PT
™
BN
QA

Database Table

3 region

Europe

Western Pacific
Europe

Western Pacific
Europe

Europe

Europe

Europe

Americas

Europe

Europe

Europe

Western Pacific
Europe

No Region Specified
Europe

Europe

Europe

Western Pacific
Europe

Europe

Americas

Eastern Mediterranean
Americas

South-East Asia
Americas

Americas

Africa

Americas

Europe

No Region Specified
Western Pacific
Eastern Mediterranean

§E cpi_score v 1
88
87
85
85
85
85
84
82
81
81
80
80
77
76
76
76
75
73
73
73
72
71
70
70
68
68
67
66
65
64
63
63
62
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Data Formats: Semi-structured

AE"
"cpi_score":

["Pashto", i Persian®],
"president "Ashraf Ghani",
XML "population”: 25560
“gdp*: {
"amount"
<?xml version="1.0" encoding="UTF-8"?> “currency®: "USD
<rdData> 1 5
<dtOrders ShipCountry="France" ShipPostalCode="51100" ShipCity="Reims" ShipAddress="59 rue de “cpi_score®: 16

I'Abbaye" ShipName="Vins et alcools Chevalier" Freight="32.38" ShipVia="3" ShippedDate="2010-07-
16T00:00:00.000" RequiredDate="2010-08-01T00:00:00.000" OrderDate="2010-07-04T00:00:00.000"
EmployeeID="5" CustomerID="VINET" OrderID="10248"/>

<dtOrders ShipCountry="Germany" ShipPostalCode="44087" ShipCity="Miinster" ShipAddress="Luisenstr.
48" ShipName="Toms Spezialitaten" Freight="11.61" ShipVvia="1" ShippedDate="2010-07-
10T00:00:00.000" RequiredDate="2010-08-16T00:00:00.000" OrderDate="2010-07-05T00:00:00.000"
EmployeeID="6" CustomerID="TOMSP" OrderID="10249"

<dtOrders ShipCountry="Brazil" ShipPostalCode="05454-876" ShipCity="Rio de Janeiro" ShipAddress="Rua
do Pago #67" Shipname="Hanari Carnes" Freight="65.83" ShipVia="2" ShippedDate="2010-07- wigus
12T00:00:00.000" RequiredDate="2010-08-05T00:00:00.000" OrderDate="2010-07-08T00:00:00.000" "key": "AI",
EmployeeID="4" CustomerID="HANAR" OrderID="10250" ShipRegion="R}"/> *Anguilla®,

<dtOrders ShipCountry="France" ShipPostalCode="69004" ShipCity="Lyon" ShipAddress="2 rue du
Commerce" ShipName="Victuailles en stock" Freight="41.34" ShipVia="1" ShippedDate="2010-07-
15T00:00:00.000" RequiredDate="2010-08-05T00:00:00.000" OrderDate="2010-07-08T00:00:00.000"
EmployeeID="3" CustomerID="VICTE" OrderID="10251"/>

<dtOrders ShipCountry="Belgium" ShipPostalCode="B-6000" ShipCity="Charleroi" ShipAddress="Boulevard
Tirou #255" ShipName="Suprémes délices" Freight="51.3" ShipVia="2" ShippedDate="2010-07-
11T00:00:00.000" RequiredDate="2010-08-06T00:00:00.000" OrderDate="2010-07-09T00:00:00.000"
EmployeeID="4" CustomerID="SUPRD" OrderID="10252"/=>

</rdData>

"AG",
Antigua and Barbuda®,
AB",

"region”": "Americas"

"cpi_score

ETHISPHERE
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Data Formats:
Unstructured

Doctor’s
Clinical
Notes

ETHISPHERE

SMART BUSINESS. PROFIT

m Figure 2. Example of a Clinical Note

F-:wb_—m& Mayo Cinic# [732 2| guncs] DsployLost[iveas =] wms-fu‘&l—
O okl SpechcAMMN| popctNeme [t Jom S T
[ostertime | | |Provoer vamePager Jsev  foese e [Twe  [sm e | =
BNov 2004 3.982.540 Hat, Jobn S By, Mary E, LS 5404 SOONEX coN i =l
v v
12837 docusmenttsi found etieve document -0.25 seconds =
Demog | Reginto | o e e vess | e | e | oo | s m"‘-’"l =

#1 Efevated PSA
He has had PSA velues greater than 7 off and on for & Couple Of years and prostate volume somewhat proportionately enlarged  Last check here PSA was 7 6 with & prostatic volume of 34 oC which
calculated 10 8 0 22 PSA per volume which iz higher than the allowabile Az best we had changed on exam or even on Ulrasound and therefore we did
Nt feed that further INtervention was necessary mm“mmmnmmmumnmmwmhwmummummw He

2 Viswal disturdance
See last year's note & was suspicious that he did have an amauross evert Because of that, we advised that he start tsking aspen on 8 daly basis  He has had no subsequent symgtoms simiar 10
what we described last yesr Because of thes acddtional studkes had been done which NChuded Carctid Ulrasound, 8 of which were fundamertaly urvemarkabie

%4 GERD
Periodically he gets tarly typical noctusnal reflux symgtoms  This seems 10 00O MmOSt Oflen when he has eafen lfer than the Convertional tme 1or ham | does not reslly seem 10 make much
difterence on food type  Some Question was rased sbout whether Tus might be Some type of 1000 POISONING SymEtom but the sory i raher CIaSoIC 10r 8Cid refhux He gets o very bitter taste n the
potterion part of the mouth and hvoat, washing § out with water Clears that  Sometimes he hat 10 Cough up “phiegm” that Can have mesed meds.
He may have tander symptoms rarefy durng the normal uprght day but mOst of these epxsodet have OCCurTed durng the Nght Ve had actuslly planned an upper GI x-rary & COuple Of Years 890 but
because of sfusbions Could ot Complete that e« amanation whie here
#5 Exercise fog fatigue
This is & very VIQOrous man who walks & mie or two & day o & very brisk pace (spproximately & miles per hour) VWhen he i Ou SOINg heavy work In P yard Such 83 pushing & mower, efc_ 1or
greater than haif an hour he does notice leg fabgue. A very brief rest and he Can get back 10 hus activites  He has really 1O oher SYmEIOmS Sugesting iSChemc problems I the lower extremties
#6 Positional dizzimess
For o year or two he has noticed that when he gets Up out of & bed or char ragedly he gets ightheaded and he actuslly gets some rue verigo-type Symgloms 10r an NStart  He hat been counseled
by his local physicion that thes 13 refated 10 aging of the ear and The story @ farly typical for bengn postional vertigo

57 Health maimtenance
Last colon check was in March of 1968 Last PSA checked durng the past calendar year  NO Chest xaay 1or & yoor

REVIEWED INFORMATION WATH PATIENT AS NOTED ON THE CURRENT VISIT INFORMATION FORM, DATED 22 MAR 1999 AND ON THE PATIENT FAML Y MSTORY FORM, DATED 9 MAR 1998

ICURRENT MEDICATIONS:
Liptor 10mg dedy
ASA 365mg dedy
Meckzine 25mg | dady (dscortrue)

[VITAL SIGNS:
Height 176.0 cm, Weight 76 80 kg, BSA. 1 95 M2, BME 24 793 KGAQ
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Example of Profiling Report -
Dataset verview Dataset Variables Warnings o Reproduction
Overview Analy SIS Dataset statistics
- Number of variables 14
[CVSVSWl Dataset  Variables  Warnings @) Reproduction
Dataset statistics Variable types Number of observations 32561
Numiber of variables " car s Missing cells 4262
Number of observations aoset NuM .
Missing cels P Missing cells (%) 0.9%
Missing cells (%) 0.9%
Duplicate rows 2 Duplicate rows 25
Duplcate rows (%) 01%
Totalsze In memory 181 M8 Duplicate rows (%) 0.1%
Average record ize n memory 58308
Total size in memory 18.1 MiB
H H Average record size in memol 583.0B
, Variable Analysis . o
Variables
- — . o e age Distinct 73 Mean 38.58164676
e rumbor (.9 Distnct %) 0z% Minimum w Real number (. Distinct (%) 0.2% Minimum 17
Wising 0 Masmum 3
Missing (%) 00% Zeros 3 ‘ “m Missing 0 Maximum 90
Infinite 0 Zeros (%) 0.0% |,|._.,__ .
Infinite (%) 0.0% Memory size 2545 KB » ® & & Missing (%) 0.0% Zeros 0
e Infinite 0 Zeros (%) 0.0% || [ ||||.|...._,_ )
Infinite (%) 0.0% Memory size 254.5 KiB » ® & £
S—— Distnet s priate
ostnctt  <o1% Sskemprayie T—
Missing (%) 56% Sett-emp-inc [§ 1116 e
Other values (3) [ %81 -
Memory size 2545 KB Statistics Histogram Common values Extreme values
= Quantile statistics Descriptive statistics
Minimum 17 Standard deviation 13.64043255
5-th percentile 19 Coefficient of variation (CV) 0.3535471837
(1] 28 Kurtosis -0.1661274596
median 37 Mean 38.58164676
Q3 48 Median Absolute Deviation (MAD) 10
95-th percentile 63 Skewness 0.5587433694
Maximum 90 Sum 1256257
Reference: Range 73 Variance 186.0614002
https://github.com/pandas-profiling/pandas-profiling Interquartile range (IQR) 20 Monotocity NoteRaioniE

ETHISPHERE Copyright 2021 Lextegrity | @L Xtegrity
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Data Transformation Augmentation

High-Risk Subject Logic
Augment & - Vendor Type is “Government Related”

Analyze . - Vendor Title/Profession contains “Government, Govt, Minister,
Harmonize Official, GO, etc.”

v - Vendor ID matches Third Party Due Diligence review “Risk Level” =
llHith

- Vendor pre-approval request government official question is
answered yes (“Is the vendor/individual associated with the the
government?”)

o . .
Elimination
@ Components
Data Decimal
43 | Field Key |Data Element Domain Type Length |Places Short Description . .
1 |=oMANDT MANDT MANDT CLNT 3 0 | Client Hal’monlzatlon
2 |aoLIFNR LIFNR LIFNR CHAR 10 0 | Account Number of Vendor or Creditor
3 | = ANRED ANRED TEXT15 CHAR 15 0 | Title
4 | enBAHNS BAHNS BAHNH CHAR 25 0 | Train station <ﬂ = Alrfa re - OverseaS
] BBBNR BBBNR NUMO7 NUMC 7 0 International locatidn number (part 1) H f H
= - Airfare - Domestic
6 | omBBSNR BBSNR NUMOS NUMC 5 0 | International location number (Part 2) . .
7 |=nBEGRU BRGRU BRGRU CHAR 4 0 | Authorization Group = Al rfa re - F| I’St C I ass (E U) A
8 BRSCH BRSCH BRSCH CHAR 4 0 | Industry k H H | I'fa re
= bl - Airfare - Business Class (EU)
9 | @oBUBKZ BUBKZ NUMO1 NUMC 1 0 | Check digit for the international location number .
10 | =n DATLT DATLT TEXT14 CHAR 14 0 | Data communication line no. = N (0] n'E m p | Oyee A| I’fa re
1 | =oDTAMS DTAMS DTAMS CHAR 1 0 | Report key for data medium exchange - Travel - A| rfa re COStS
12 oo DTAWS DTAWS DTAWS CHAR 2 0 Instruction key for data medium exchange .
13 | oo ERDAT ERDAT_RF DATUM DATS 8 0 | Date on which the Record Was Created = Al rfa re > S 5 K

SAP LFAT1 table components (Vendor Details)

ETHISPHERE
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acquire_gather_and_catalog

[ scqulra_vslidata_and_stsge_o] [ acmjm_validme_w_stsge}] [ aoquire_validaxe_and_smge_a] [ acquire_validate_and_stage_1 ]

transform_master_vendor

—

[ transform_master_company ll refresh_materialized_views_cm_stg_sap

[tmnsforrn_rnas!sr_gl_accm] { _master_ _vendor] [ _master_vendor_ ! ] [msert_ i ] [ fi _master_vendor,bank]
\ 1

/

A N \ [ rsfresh_matedalined_vnews_va\da,chmerislics] /,/‘ //

. i N = ===
check_dependencies_trans
——

— e ——

ey P
[ !mnsfovm_ven_po] [ transform_ven_pr ] [ transform_ven_payment ]__‘{ ﬁansfcrm‘van,invoicsl
S =

/ [ transform_ven _paymem,‘nem] l !ranslonn;ven;invoicenapprovu]
; J
\l\mformAven_aoctgAenﬂy | /J //,/

[ refresh_| ialized_views | o ],

finalize_translation

ETHISPHERE Copyright 2021 Lextegrity Inc @ Lextegrity
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Detailed Data

Summary Data

your
7 CoMpaNY INTEGRITY GATEWAY A Groups 3] Logout

YOUR
‘ﬁ? COMPANY INTEGRITY GATEWAY

Monitoring Review

STATUS DOMAIN SPEND DATE NAME COUNTRY ENTITY
[ Ay

Open Vendor 2020-01-22 Hill Group Canada cc356
Open HOX 2020-01-02 Wesley Miller United States of A CC-650
Open Employee 2020-01-02 Sarah Hayes Germany cco79
Open Employee 2020-02-21 Stephen Espinoza  United States of A..  CC-650
Open HOX 2019-11-14 Lisa Green United States of .. CC-650
Open Employee 2020-01-19 Zachary Walker United States of A..  CC-650
Open HoX 2020-01-23 Blake Group United States of A..  CC-650
Open Vendor 2020-02-26 Donaldson, Larse... ~ Brazil €c350
Open Vendor 2020-03-26 Thomas Inc United States of A..  CC-650
Open Employee 2020-01-10 Joseph Bender Ireland ccan

pen Employee 2020-01-20 Paula Wright Mexico cc742

Page 1 ot

ETHISPHERE

W v

NATURE

PO Related

Services - Non Co.

Meal

Meal

Food and Beverage

Meal

Consulting Fee

PO Related

Non-PO Related

Transportation Ot.

Fees Travel

AX Groups

AMOUNT

$20832.50
$267198
$613.10
$1,55701
$67.73
$1,20706
$138,224
$832
$33375
$295

$1205

5] Logout

RISK SCORE

9000606060606 a

Olomeyer

Risk Insights

Geospatial Risk  Aggregate Subject Risk Spend Outliers Transparency Review Ad-Hoc Views Program Metrics
8 Reresn 6 Pause [@ viewdetout ¢ Eat () Downioad =5 Funereen
Geospatial Risk | Aggregate Subject Risk | Subject Profile | Risk Analysis Results | Transaction Detail | Supplemental Information
[Spendate -
Domain o Days ttems Subjects  Subject Countries  Amount(USD)  RiskResults  Risk Score (Avg)
[ ] yayz00 52020 o
a 3 6 126014 579 52 $361,618,831 131522 025

Risk Formula
® Average Risk Score
tems >Risk Threshold
Subject Risk Score
Risk Resuits
Risk Results (Strong Only)
Auto Risk Results
Average Risk Results
Total Spend
Spend tem Volume
Total Spend with CPI

Map Legend

o.1o T 1 ¢

ComplianceRegion
@ 3

Country Alignment
Company =

4 (any

© 2021 Mapbox © Openstrectitap

Nofway
Portigal
Denmark . o e
o | % e
Germany, India @)
Canada .
(i i of ® Unitdd Arab Emirates ae ®
Belgum ® - srazil
. urkey Russian Federation
Lower QuMedian Upper Quartile L

020 030 0.40 050 050 070 080 090 100

Coombia ® o

Cancel Apply

Additional filters

-

China Company Country Distribution by Average Risk Score (Showing Quartiles)

110

Toggle Trending View @

.
Mexico

Argentina
)

120 130 140

GOOD SMART. BUS

NESS. PROFIT

Copyright 2021 Lextegrity Inc @ Lextegrity



N

Questions?

® Lextegrity ETHISPHERE

GOOD SMART BUSINESS. PROFIT.

Copyright 2021 Lextegrity Inc.



